
A  D E C I S I O N  A R C H I T E C T U R E  

F O R  S E C U R I T Y  L E A D E R S

Translating AI Security Research 
into Decision Ready Controls

Prabh Na i r

Program D i rec to r  

C ISSP |  ISSAP |  CCSP |  AA ISM
ISO 42001 |  A IGP |  C IPP /E |C IPM
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T H E  Q U E S T I O N

How much of cybersecurity becomes obsolete because 

of AI?

Almost none.
• AI changes the assumptions behind existing controls.
• We now secure systems that interpret before they act.

02



W H A T  A C T U A L L Y  C H A N G E S

Three Ways AI Changes Security

Probabilistic behaviour

• Same input can produce 

different outputs. 

• Deterministic testing alone is 
insufficient.

Instructions = data

• Instructions and data now 

influence the decision 

• The model decides what to 

treat as instruction

From words to actions

• AI is moving from generating 

information to taking actions .

• The perimeter is wherever the AI's 

attention goes
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Unpredictable behaviour + untrusted influence + real authority = a new security problem.



Three ways to poison a decision

P R O M P T

Prompt 
injection

Prompt changes this decision.

Influence now

R E T R I E V A L

Retrieval 
poisoning

Retrieval changes what it finds.

Influence what it knows

M E M O R Y

Memory 
poisoning

Memory changes future decisions.

Influence what it remembers later
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How Identity and Delegation work in AI Agent  





Case 1 — Hugging Face July 2026: Autonomous Agent Intrusion
A malicious dataset abused the data-processing pipeline; the intrusion moved from workload execution to credentials and internal clusters.

Data / Supply Chain

Could untrusted dataset 
content run as trusted 

workload?

Identity & Delegation

What service identity and 
credential scope did the 

worker have?

Runtime Behaviour

When did thousands of 
agent actions become 

abnormal?

Provenance & 
Forensics

Could the action chain be 
reconstructed fast 

enough?

Resilience

Could nodes, tokens and 
clusters be isolated 

quickly?

Source: Hugging Face official disclosure, July 16 2026.

• one shared credential across clusters
• the agent found Kubernetes tokens, cloud credentials and other secrets available to the 

workload



T H E  M E N T A L  M O D E L

Six Shifts Every Security Leader Must Make

Perimeter Influence surface SEE

Fixed  testing
Check Behavior over 
Time

BEHAVE

Prevent every failure Limit the Damage FAI L

User identity Delegated identity W HO

Access control Action Approval DO

Current Session Only Persistent state security REM EM BER

SEE →  BEHAVE →  FAIL →  WHO →  DO →  REMEMBER
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Traditional thinking AI era thinking CISO question

What can influence this AI?

Is it still behaving 
Responsibly ?

If it fail, how bad it is ?

Who is acting for ?

What is allowed to be ?

What does it Remember 

How much responsibility do we actually own?



F I V E  D E P L O Y M E N T  P A T T E R N S

The more you connect, the more you own

Vendor-managed
AI

(Microsoft 365 Copilot )

Managed
model API

Enterprise-data
/ RAG AI
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Agentic /
action-taking

5

Self-hosted /
private models

MORE DATA · STATE · AUTHORITY   →   MORE OF THE SECURITY IS YOURS

The more data, state and authority you connect to AI, the more security 
responsibility moves toward you.
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(Your Company + 
Azure OpenAI)

(GPT is grounded in 
Company internal Data)

(Custom action and 
authority plane )

(Enterprise owns model 
runtime + compute + 
infrastructure)



T H E  C X O  D E C I S I O N

How much authority should this AI have?
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Who is this agent acting for  
and is that provable?

Who can write to what it 
reads and remembers?

How do we know it still 
behaves after a change?

Is every high-impact action 
authorized outside the model?

Could we reconstruct what 
it did, and why?

What bounds the blast 
radius  and the bill?

Do we know every model, adapter 
and tool in play?



Leadership layer fits inside the existing Al security narrative

Higher consequence = more control
Harder to verify = more human judgment

Leadership can decide the 
boundary, but architecture 
has to enforce it.”

DECIDE OWN ENFORCE PROVE



7 Control Planes 
for Al Security



PLANE 1 Identity, Delegation & Authorisation

Know who is acting, for whom, and with what authority.

User

human or 
service

ID

• Agent identity
• logical agent is this?

• Workload identity
• software instance is 

executing it?

Delegation

on whose 
behalf?

Authorisation

policy + 
limits

▣ Resource

• data 
• tool 
• system

What good looks like
• Existing IdP authenticates the user
• Agent has its own workload identity
• Delegated authority is narrow and visible

CISO QUESTION

When this agent acts, can we prove the workload, 
the represented user, and the delegated authority?

Model proposes → policy authorises → resource changes

IDENTITY → DELEGATION → AUTHORISATION Prabh Nair



PLANE 2 Data, Retrieval & Memory Integrity
Control what enters the AI’s knowledge — and what persists.

Enterprise docs

owned sources

External content

filtered input

Memory

persistent state

Trust label

• owner 
• Classification
• provenance

Scan & ingest

• hidden text 
• injection 
• anomaly

▦ Index / embed

• metadata must survive

✓ Retrieve safely

• filter by user rights

Must prevent
• untrusted content entering RAG
• classification loss during retrieval
• poisoned or stale persistent memory

CISO QUESTION

What information can influence the AI now 
and what can it remember later?

Source provenance must survive retrieval, summarisation and memory.

SOURCE → TRUST → INGESTION → RETRIEVAL / MEMORY Prabh Nair

scan content before ingestion



PLANE 3 Runtime Behaviour & Inference Assurance
Defence-in-depth around model use, not a single classifier.

User prompt

Retrieved context

System instructions

Screen

• classify
• block
• rate-limit

AI Infer

• model call
• reasoning
• response

✓ Validate

• PII
• groundedness
• safety

◉ Observe

• logs
• metrics
• alerts

Evaluation harness

Run Trial + adversarial tests on every model, prompt, retrieval, 
classifier or tool change.

CISO QUESTION

Are we testing the complete behaviour, or only 
checking one prompt and one output?

SCREEN → INFER → VALIDATE → OBSERVE → RE-EVALUATE Prabh Nair

Azure Prompt Shields
Google Model Armor

Azure/OpenAI, 
Bedrock, hosted runtimes Azure Groundedness

OpenTelemetry, vendor 
tracing/observability



PLANE 4 Tool, MCP & Action Control
The model can choose. Trusted infrastructure must authorise.

Agent

requests action

Action authz

• who 
• what 
• limits

Approval

if high impact

MCP / Tool

gateway 
executes

▣ Business 
system

real change

Do not confuse

• Capability = tool exists
• Authorization = this exact action is allowed
• Approval = high-impact gate

CISO QUESTION

Does access to a tool equal permission for every action 
the model can generate?

MODEL PROPOSES → POLICY AUTHORISES → TOOL EXECUTES

CONTROL ACTIONS AT THE SERVER SIDE Prabh Nair



PLANE 5 Execution Provenance & Forensics
Know what happened, reconstruct why, and prove it afterwards.

ID Identity
user + agent + delegation

▦ Context

prompt + retrieval + memory

AI Decision
model + version + policy

↯ Action

tool + parameters + outcome

◉ Structured telemetry

one timeline

⇄ Correlation

link events

Replay

reconstruct flow

✓ Evidence

audit / incident

Capture enough to replay
but apply minimisation, masking and 
retention controls to sensitive content.

CISO QUESTION

After an incident, can we reconstruct the 
complete execution chain?

OBSERVE → TRACE → REPLAY → PROVE Prabh Nair



PLANE 6 Resilience, Containment & Economic Abuse
Assume AI can fail. Keep the business process alive.

Provider outage
model / region unavailable

! Bad behaviour
drift / unsafe output

₹ Cost attack
tokens / loops / tools

◉ Detect threshold

• cost 
• latency 
• safety

Contain

• limits 
• read-only
• limit calls

Degrade

human fallback

↺ Recover

• rollback 
• failover
• Failover 
• Resume safely 

Execution budget

Limit tokens, tool calls, retries, retrievals, agent hops, runtime and 
spend.

CISO QUESTION

What automatically happens when the AI 
exceeds its behavioural, authority or economic 

budget?

DETECT → CONTAIN → DEGRADE → RECOVER Prabh Nair

Something goes wrong

We notice it We limit it
Business 
continues safely

Recover

Don't only secure what AI can do. Limit how far it can go when it goes wrong.

How do we know 
the AI has crossed 
an acceptable limit



Resilience, Containment & Economic 
Abuse

Behaviour budget

•How much abnormal 
behaviour will we tolerate?

•Example:

•repeated unsafe responses 
→ restrict agent

Authority budget

•How much can the AI do?

•Example:

•AI can prepare ₹10 lakh 
payment but cannot 
release it.

Economic budget

•How much can it consume?

•Example:

•maximum tokens, API calls, 
compute, tool calls or 
spend.

•So your CISO question 
becomes very powerful:

“What happens 
automatically when the AI 

exceeds its behaviour, 
authority or spending limit?”



PLANE 7 Governance, Supply Chain & Lifecycle
Keep controls effective as models, prompts, tools and risk change.

1 Strategy

risk + use 
case

2 Build

components

3 Evaluate

tests + red 
team

4 Approve

decision log

5 Deploy

controlled 
release

6 Monitor

evidence

7 Change

re-evaluate

material change triggers re-evaluation

AI component inventory

models • adapters • datasets • prompts • tools • MCP servers • providers

CISO QUESTION

What can change, who approves it, and can we 
still trust every dependency?

GOVERN → CHANGE → EVALUATE → DEPLOY → MONITOR → REPEAT Prabh Nair



How the 7 AI Security Control Planes Work Across the AI Life Cycle
AI System Life 

Cycle

Inception Design Build Validate Deploy
Operate &

Monitor
Re-evaluate Retire

7 AI Security Control 

Planes
Identity, 

Delegation

& Authorization

Who is acting,

for whom?

Data, Retrieval &

Memory Integrity

What can

influence it?

Runtime Behaviour

& Inference 

Assurance

Is it behaving

safely?

Tool, MCP &

Action Control

What can it do?

Execution

Provenance & 

Forensics

Can we reconstruct

what happened?

Resilience &

Containment

What limits the

blast radius?

Governance, 

Supply

Chain & Lifecycle

What can change,

and who approves it?

Inception Design Build Validate Deploy
Operate & 

Monitor
Re-evaluate Retire

Governance, Supply Chain & 

Lifecycle

Data, Retrieval & Memory Integrity

Runtime Behaviour & Inference 

Assurance

Identity, Delegation & 

Authorization

Tool, MCP & Action Control

Execution Provenance & 

Forensics

Resilience & Containment

Governance, Supply Chain & Lifecycle

Data, Retrieval & Memory Integrity

Runtime Behaviour & Inference Assurance

Identity, Delegation & Authorization

Tool, MCP & Action Control

Execution Provenance & Forensics

Resilience & Containment

Leadership decides the boundaries. Architecture enforces them.



D O  T H I S  M O N D A Y

Five questions every CISO should ask

1 What can influence this AI?

Prompt, RAG, a webpage, tool output, another agent?

2 What does it remember?

Can untrusted information persist into later decisions?

3 Who is it acting for?

A human, a service, or another agent?

4 What can it actually do?

Read, write, send, delete — pay?

5 If it's wrong or manipulated, what limits the blast radius?
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Outcome

• Identify the AI systems with authority.

• Find the ones with the largest blast radius.

• Control what influences them.

• Make authority explicit.

• Gate consequential actions outside the model.

• Instrument the execution path.

• Re-evaluate whenever the system materially 
changes.



Thank You

Download Resource
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